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Ascertia Trust Solutions

Y A g Welcome to a Secure Digital World ...

PDF Sign&Seal — Product Overview

Saving Time & Money, Avoiding Risk & Fraud
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PDF Sign&Seal
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Desktop PDF creation, signing certifying & encryption

— Makes it easy to sign PDF documents

— Needs no Acrobat licences (Much lower cost)
— Fully compatible with Reader

— PDF/A 1a and 1b compliant

— Simple right-click operation on PDF file

— Signs and/or seal multiple files in one go

— Can create “certified” signatures to lock PDFs
— Remembers regular business signing locations
— Administrator can preset config prior to roll-out
— PDF creation and form fill functionality

— Support for local language tables

www.ascertia.com © Copyright 2001-2008 Ascertia Ltd.
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PDF Sign&Seal — Launch Screen

g, — 4
Q 1 9 PDF Signé&sSeal
{yar T
Various options \\ i . >
exist when . . s

evaluating:

a) To continue

’F"""
P‘ Continue uzing the product
e

b) To purchase
(from a local site)

Purchase the product and receive a senal number

C) To activate a -‘33; Activate the product for full usage. assuming you already hold a zenal number
licence
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PDF Sign&Seal — Main Screen

Tools

Open Save RecentFils Prnt  Email

q

Thumbnails
jjl AR ek
. A A
Multiple PDFs 2 | | "
can be opened in = 1—1
-
separate tabbed =
windows Bl —
Thumbnails can T —
e e gl
be shown to easy
na.V|gat|0n POF Sign&Seal brings enhancad digial signature and tima-stamp
o usar-friandly visibla signatura blocks that can includa hand-sign
Tha advancad functionalty offared by POF Sign&Seal makas
_-—— - businges d:H:IJI'!'HI'It. ba it 3 purchasa ordar, an invoica a e
E_'-L—“‘.:—-_...__T__: gssassmant raviaw.
SgnaSeal FOF Wlenage SRrd bt Apearan o
2 Soai POF Vil st Bl Shgrwilura Fiasd
e ‘ Gl T CaniFean
| |
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PDF Sign&Seal — Toolbars
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Add Signature Field
= : = i B : Creste ablank signature field -
= T ) . : :
| kil.] T .H_. | umn-gﬂ'befnmjsetﬂchﬂkﬂ-m:l
—— -4 - drag a new field or apply a
Open Ssve RecentFiles Front  Emal saved field

The product has easy to use using Windows / Office style toolbars.

It also features configurable quick access buttons with tool tip pop-ups

WWW.ascertia.com
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PDF Sign&Seal — Signature Fields

Signature fields can be manually drawn or just created from defined
standard locations that you ask the product to remember

£ lome  View Secury Took  [BEMEEUTElyCL R GRS

Pog——
© PDF SignSeal Dat_heet (Decl7). pdf (@3 ADE 25"

Thumbnails # |
Bottom Right
e bl hut Acrobate !
5 u = _ Datasheetslg_natue
g T A Guotation Signature
% "i_ — I Imvoice Signaturs

@ Time-stamping
#® PDF Creation

@ PDF Encryption
@ Form Filling

FOF Sign&Seal brings enhanced digital signature and time-stamping capability to PDF docum
user-friendly visible signature blocks that can include hand-signature images. logos and ot
The advanced functionality offered by PDF Sign&Seal makes it ideal for busy managers
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- Click to digitally signicertify the
© POF SignSeal Dat..hes active POF. You can sign

Thumbnails empty signature fields,
selected/zll pages orcreate

invisible signatures

PDF Sign&Seal quick
access sign button
shows you the default
signing parameters and
allows you to select
one of your usual
signing locations

These can be defined
centrally before roll-out

www.ascertia.com

Signing — using preferred signing locations

PDF Sign&Seal - Signing 1 x|

Sign=s: |ROD CROOK =] ViewCetficate |

¥ Create Cerified Signature ICert'rﬁed with no changes Allowed

¥ Create visible signature

{7 Signan exsting bla

2

fle zignatue feld O Signin a newly created signature field  Page Selection

Reason

Location

Contact Info:

Top Left
Bottom Left
Bottom Rig

Datasheet signature
Guotation Signature
Imvoice Signature

2 II approve this document

. |Guildford, England

; IStandard

Sign & Save as...

© Copyright 2001-2008 Ascertia Ltd.
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- Signing — on multiple pages or the last page

Securty Tools

&3 PDF SignSeal Dat._heet (DechT).pdf 1 & Strong User Ml_ahui_“lﬂliﬂ_puf
= I—

PDF Sign&Seal [ X
can sign on =l | = - Signas: [ROD CROOK =] ViewCeticate |
mu Itl ple pag es i [ Creste Cedified Signature ICert'rﬁe.d with o changes Allowed j

e |
The B

7 7 Sign an existing blenk signature figld - Signin a newly created signature

remembered = o
signatures can Fn
be selected and
then additional
pages added.

Datasheet signature
Cuotation Signature
Invoice Signature

Note the “Last

page” |S Very Reason: IIapprovethis document
useful for — Location: [Guidford, Engiand
variable Cortact Info: |
document Signature Appearance: IStandard
|
lengths " ) Sign'& Save as... || Sign & Save I Cancel | A
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Signing — using certified signatures

PDF Sign&Seal - Signing . |

Signas: |ROD CROOK x| View Cetficate

@ateﬁatﬁedﬂima!
¥ Create visible signaturg

— =
Alow only form filling
Cerified with no changes Alowed

PDF Sign&Seal can oy form filling and an
create Certified €7 Sign an exasting blanlc -:i_l:rlalls. '

signatures on C—

documents and lock

Diatashest signature

and control future ey Sl
document changes. Invoice Signature Pt 3
age

Note: Form filling
includes allowing
existing signature
fields to be Signed Reason: Ilappmveth’s document j

Location: |Guildford, England

Contact Info: |
Signature Appearance: IStandard j Preview |

Sign & Save 5. Sign & Save Cancel |

www.ascertia.com © Copyright 2001-2008 Ascertia Ltd.




Windows Explorer — right click integration
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Right click and sign
most documents.

If they are not a|ready -";_-ADSS Enterprize Server datasheet (Mar0g). pdf 160KE 01/08/2008 16:21

Ul ANSS Enterprise Server datasheet (Mar08ldac 430 KR 01 /08/2008 16:19
PDFs then the PDF
print driver will be
activated to convert
to PDF. Then PDF
Sign&Seal will be run
and ask how to sign _ p————

Scan with Morton Inta‘rét’SEﬂ_mtv oo i

the file. T Seal File(s)
Send to SUMMIT member b G% Sion&Seal File(s)

{2} PDF SignéSeal

Alternatively non PDF
documents can be
just printed to PDF
format using the
‘create PDF’ option.

www.ascertia.com © Copyright 2001-2008 Ascertia Ltd.
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Signature History Viewer

WSeal - [Strong User Authentication Services fi

,'j_;,L_ ' E [] Thumbnais

[ | Signature Fields|
Actusl Size || History Viewsr ] Bookmarks

History Viewer
Click to view the complete
history of signing and sesling

€) Strong User m,—mﬂmﬁ
Beokmarks R

E" operations
|
Seri. | Stat.. | Date | Time | Signer | File Name | Output File Path | Action |
15y w 03,08/ 2008 13:28:05 ROD CROOK Asceria ADSS v3- .. CADocuments and Settings*Fod\My Docum...  Sign
16 o 03/08/2008 | 12:159:00 ROD CROOK Asceria ADSSv3- .. C’\Documents and Settings®Rod'My Docum... | Sign
15 w (02082008 17:51:07 ROD CROCK CRL Monitor Datash... | C:\Documents and Settings'\Rod'\My Docum... | Sign
14 w 02082008 17:44:11 ROD CROOK TrustFinderTSA serv...  C\Documents and Settings’\Rod'\My Docum... | Sign
13 w 0208/ 2008 174224 ROD CROOK TrustFinderDCSP Se..  CA\Documents and Settings*Fod\My Docum...  Sign
12 02/08/.2008 | 174102 ROD CROOK ADSE GriDsure Serv... | C\Documents and Settings®Rod'My Docum... | Sign
11 w (1/08/2008 162248 ROD CROCK ADSS GriDsure Serv... | C:\Documents and Settings’\Rod'\My Docum... | Sign
10 w 01082008 16:21:26 ROD CROCK ADSS Enterprise Ser.. | CDocuments and Settings'\Rod'\My Docum... | Sign

Review what you have signed with the
signature history viewer !

www.ascertia.com © Copyright 2001-2008 Ascertia Ltd.
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Preferences allow
standard
parameters and
options to be
defined and
remembered.

Many of these can
be pre-set by an
administrator — the
user must set their
own certificate and
handsignature
logo.

www.ascertia.com

Preferences — Setting Signer details

Preferences e o E
w igner D etails | Signature Placement & Appearance |! Long-Term Signature Generation | Yerification | ARP Servers|
Signature Detault Signer
\/ Choosze the default signing key from the list of keys available in pour Windows kepstore
E‘% Signer |ssLer Expiry Date
" Jirnrig Test L2 CAT-A 3040472015
Sealing T John Dae Test L2 Cal An202
b artiny Test L2 CA1-B 12/03/2015
= Rob Test L2 CAT-A 3040442015
inj Test Alice Test L2 CAT Test L2 CA1 3040442015
File
Connedion
Advanced
Ok ] [ Cancel

12
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PDF Sign&Seal
contains these
default signature
appearances.

These can be
edited and
changed to create
quite different
appearances as
you required

www.ascertia.com
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Preferences — signature appearances

Default-standard:

Default-borders:

Sgred By: %SignerAliay

Lacation: Guidtord, Engand

Rzzsone | approve this cocument

Sgning Date: Monday, Cecember 12, 2007, 17:56: 21 GMT +05:00

i wEignealias

Guildiosd, England

| approwe this decument

Maonday, December 12, 2007, 172598 GMT +X500
L™ -

Sigratine

Default-standard-without-labels:

Default-engineering:

®woigneralias

Guildford, England

| approve this document

Monday, December 12, 2007, 17:22:30 GMT +05:00

SKgo-th

© Copyright 2001-2008 Ascertia Ltd.
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Preferences — Managing signature appearances

PDOFSign&Seal

Click on the A | s ! : &
manage Sign = =an Sy AHEHEEE Add Signature Feld id  Trusied Notay
ppeance ¥
appearance button
tO entel’ the PDF Sign&Seal - Signature Appearance
relevant screen Signature Appearance [
Standard-without{abels
Now ADD a new Sl
Engineering
appearance OR ———
igne Y- gneralias
select and EDIT | approve this document e POr
the appearance 01/08/2008 15:20:02 GMT +01:00 G"’Q&
you wish to al . da s
change Rﬁ(mﬂ ’ %m”“:j
— N el %-w

REMOVE

www.ascertia.com © Copyright 2001-2008 Ascertia Ltd.




15

v
ascerfia

Preferences — Defining signature appearances

PDF Signftseal - Configure Signature Appearance

. Signature Appearance Mame; | Default signature appearance - 5 Border Calor -
Select each item and EDIT
Manage dppearance Objects
Or REMOVE them as Valgue Ijl:li'lelcl l Walue
i I-__
req ul red ) Signing Reazon | am approving thiz docunment E
- Contact Infa +44 1483 635500
Add't'onal elements Can be Signing Location Guildfard, England E
. . Hand Signature Hand Signature
added - C“Ck ADD tO dO thIS Caompany Logo Company Loga
New company logos can be TR R WT T
defined quite easily. Freview
Hand signature images can
. m, {} {1
also be defined. If no Signed By: %SignerAlias
scanner exists then use Signing Location: Guildford, England
PowerPoint to create a Signing Reason: | am approving this document
script font, take a screen T contact Info: +44 1483 685500 i
copy and use paint to create P
the file, S, Doe ascertia
i} T {1
e.g
0\ C/\(O O\(%
=0
[ (5] J [ Cancel I

www.ascertia.com © Copyright 2001-2008 Ascertia Ltd.
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PDF Sign&Seal — Signatures

A normal signature appearance example within an invoice:

(Masked to obfuscate the details)

Invoice Approved

Ascertia Limited Details

% Signed By: ROD CROCK
| approve this gocument e

b
C1M0ES300E 11:28:51 GMT +01:00 éf’,r' -‘b{a

Customer Contact

Rod Crook
Solutions Director

Ascertia Sales Office:
Vs P e DT R Wi ool INE VY
Tel +44 *7_509F* 4, Fer a4 17F7 9L 2u

Ascertia Head Office:

-

cboy Vgl v Tiepe amesd
L.

A i T G
ST T T
Atte. tion: . e

Surrey Technology Centre, Surrey Research Park,
Guildford, Surrey, GU2 7TYG, UK

Feaqistered in England and Wales No. 04207349

www.ascertia.com
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PDF Sign&Seal — Engineering Signatures
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This type of Engineering seal can be defined very easily
as a single image or a combined seal and separate
signature — it just depends which approach suits best .

The date position is adjustable and can be shown in US or
UK type short formats!

www.ascertia.com © Copyright 2001-2008 Ascertia Ltd.
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— . PDF Sign&Seal — Multi-language support

EEoRTRI/IE R

Home  View

Preferences | Lang;.:age

2ol ]| English

Hungarian

Portuguese

Slovenian

Spanish

Reguest Other Languages

Multiple languages are supported using Arial Unicode.

New languages can be easily added.

© Copyright 2001-2008 Ascertia Ltd.
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Enter page numbers andfor page ranges
separated by commas. For example, 1,3,5-12

o

| all pages in range i VI

Print what: | Document

Prinik;

Optians. .

Prinker

Bame: Y PODF Signgeal Make i_] Properties
?:it: ;S: Esl:l:unverter
Where: Asciionverker: [ ] Print ko file
Comment;  eDoc Prinker [ Manual duplex
Page range Copies

o) Al Murnber of copies; |::¢"il
C} Current page D Selection =
) pages: | | Collate

o

¥

il Tu 11}

Pages per sheek: | 1 page

]

Scale to paper size: |_|‘-J|:| Scaling

1
| e |
J—d |

| ox

][ Cance| J

PDF Sign&Seal — PDF Creation

ﬂ" PDF $ign&Seal Hake Document Properties

About
PDF Creation Options

[ Open PDF in PDF SignéSeal

[~ Email FDF

Compatibility Options -

PLF Compatibility “wfith:

PDF Save Optians | PDF Compressiaon
Layaut FaperCluality |
i~ POF Creation Ophions
[ SignPPDF
| Seal PDF

\PDF 1.4

[ Ok, J[ Cancel -]

PDF Sign&Seal Make is a PDF creation print driver. It can be invoked from right
Clicking on properties allows a range of print settings to
be made, from quality to creation options, version numbers etc.

click or from File/Print.

www.ascertia.com
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— . Advanced Configurations features

e Central Administration:

— See the admin guide for pre-defining configuration data
and rolling this out

 Managed Services Verification:

— See solution sheet on verifying signatures using a service
provider

 Advanced Features:
— See the slides that follow

www.ascertia.com © Copyright 2001-2008 Ascertia Ltd.
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Signing Screen — with legal notice option

x|
Signas: [ROD CROOK ~|  ViewCetficate |
¥ Creste Cerified Signature ICert'rﬁed with no changes Allowed j

¥ Create visible signature

{7 Sion 2n exsting blanl signstue feld 7 Signina newly created signature fisld  Page Selection

Top Left |F|rst
Bottom Left
A PDF Do et scrtue P
Sign&Seal s S Poce 3
administrator i
can turn on
and pre-define
a chal legal B rorove s documert ]
hotice Location: |Guildford, England
statement i |
And also a i arance: |Standard review
signing policy Signing Policy: [13
label Ll Notice: |Waning: In many jurisdictions a digital signature has :!

SgnaSaveas.. || SandSave | Coreed

www.ascertia.com © Copyright 2001-2008 Ascertia Ltd.
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Preferences — Signature placement

Manage the Preferences EH:'
A
S|g n|ng |OcatIOnS ;.i._. Y, lﬂgﬂg_[}g@ﬁ@@'acmem &NDEEEHCQLQHQ-TW Signature Generation !i-\r'ertﬁcation !E-AHF‘ Servers |
and options. S Crecte Visbic Sgnaturs
. . [] Create Cerified Signature
The Slg ninan = ) Sign an existing blank signature field
existing blank ﬁﬁ Signature Field Name: |
signature field can © Sign in a newly created fiekd
be used to |00k for ":-,:3“ Prefemed Signature Feld Locations Page Selection Prefemed Signature Appearances
a pre-defined File Eﬁﬁm | First | foeecd ddr gt
. . . Default-standard
signing field name, ol Wiite Selected Pages) R Eaiii
e.g. Finance =y G d |
. Connedion e age
Director Approval e el
Taaa A4S0 e
“Adwvanced
| ok || Ccancel |

www.ascertia.com © Copyright 2001-2008 Ascertia Ltd.
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and creating long-term signatures

. Preferences
If you wish to
embed a L@!Qﬂ?!.?l?i@"fiEarjétgf_%Elic_emf_ﬂt_%.ﬁl?a%élﬁr@m Signalure Generation | yefication | ARF Servers|
t| m estam p W|th | n Embedding Secure Timestamps
th e Slg n atu re Erdbed Time stamp [RFC3151 based] when signing
Server Mame Address Uze Monce Policy alo
th € n S€ I € Ct th € Edelweb http:/ Avoewn edelweb. fr/cai-bindzer...  Falze
option here and
define the = e
. 3:} =
timestamp =
authority details.
To create a long- 3} -
) Connedion
term Slgnature -
. Endbed zigner's certificate revocation information alzo when zigning [if available]
select the option {‘@
to embed the Advanced
certificate
. QK J [ Cancel
revocation
information

www.ascertia.com © Copyright 2001-2008 Ascertia Ltd.
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Preferences — Signature Verification

. PDF Sign&Seal - Preferences s
Signatures can 2 ]
be verified as w Signer Details | Signature Placement & Appearance | Long-Tem Signature Generit oG
documents are e ¥ vy signatures when a PDF document is cpened

fficate revocation check
Opened == I Perform certficate revocation checking
OCSP checking —fé I 5i5n GCSP Aeaues
i sealig od Erpole > fiew Certificats

can be done if ' [Rad =] Vewcet
enabled here. IS e
The time at 2 (" Canettmesoriy
Wthh the ChECk ' Time of signing as defined by embedded secure timestamp {f available and trusted), otherwise use curert time
IS made can be el

Caonnedion
selected.

Advanced

OK Cancel

www.ascertia.com © Copyright 2001-2008 Ascertia Ltd.
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Preferences — Policy Checking
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If you wish to check
that a signature

. PDF Sign&Seal - Preferences B |
certificate has the
correct scheme rules Vi e biie b e L B
defined then this s j"*ﬁ”ﬁ“’mﬁm
option can be used. = TZBA0TTAIT 143
&
Note: Only Sealig _ e |
certificates that — Ry
. |
conform to these =
policy settings will be
shown in the signer 3+
details list. ol
Signatures will be i
checked for Aevenies
conformance with the - —

policy settings.

www.ascertia.com © Copyright 2001-2008 Ascertia Ltd.
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Preferences — setting sealing (encryption)
OpUOﬂS
Encryption can x|
be done using |
certificates or 7 e ot acd __j | EEERE
—Select recipient list ————— [~ List Members

pass-phrases. s e - Moo s TS Date |

. . — N HodC!mk Pu;certia Intemal CA 31!12.-"21}0‘316256214
Using certificates e ) et Aecetia ADSS Orie D 24/06/2009 145944
is very strong. Sedlig ‘// john smith Ascertia ADSS Online D 01/08/2009 14:32.36
To use this add o
a recipient group 1,.1
name. Now add o
a set of
recipients by CDEE;M Add Remove Add Remove View | Pemissions
identifying their
certificates. ﬁ
These need to i
be within the
Windows CAPI i i
store.

www.ascertia.com © Copyright 2001-2008 Ascertia Ltd.
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Preferences — File Settings
Its useful
sometimes to add a
postfix such a “-s” Preferences
to signed files. The =
original can be kept Sifm [ Output file postfis !_-s_igned
and it is obvious 7] Diskaul saiies lsalion
that a file is signed. 8 &= | [CBowse. ]
Eeii Default destination location
Default input and —— ch | —

out locations can be < o

a / In case identical fils iz found when saving:

set.
(%) Prompt uger for action

If the original needs cpt O Ignare
to be deleted then Cannecton L2 Gvstunic e
use the advanced =
options screen. o

Advanced
If a proxy is needed ok | [ caneel

then define this
under “Connection”

www.ascertia.com © Copyright 2001-2008 Ascertia Ltd.
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Preferences — Proxy Settings

x
If you need to - —
use a proxy for 7 [ Use Proxy
i nte n et Signature ' lze |ntemet Bplorer progy ssttings
conne Ct|V|ty th en p= % Lse ihe following proey settings
set the proxy b Proxy. |
aling N
parameters as | El
req u | red ] = T} Bypass prowy sepver forlocal (ntranet)addessss
[T Erble Aithertication
Using IE’s Usemame: |
settings is likely A

to be an easy Timeot
option for most

people. Timeout (Dforuriimited): [30  Secondis)

www.ascertia.com © Copyright 2001-2008 Ascertia Ltd.
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Preferences — Advanced Settings

Various advanced

settings can be x
made. =
z’ ™ Enable instant signing/s=aling i.=. the PDF Sign&Seal dislog will nct be shown

. . E‘nature Note: Make sure all default settings for that operation are already configured
InStant Slgnlng : IV Maintain sction history for operations {accessible from POF SigndSeal toolbar)
means all optlons = [ Delete original PDF fils when saving under differsrt fils name
are pre_deflned - 5:3%1; v Automatically close result window on success
so on right click |
‘sign’ there is no |
dialogue at all — File

the file is signed
using the selected
preferences.

OK Cancel

www.ascertia.com © Copyright 2001-2008 Ascertia Ltd.
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- Summary of features

* Designed for use by non-technical business managers
« Remembers common signing locations

« PDF/A compliant and Adobe CDS cert compliant

e Easy to sign and timestamp and certify documents

e Easy to sign multiple documents in one go

« Easy to sign multiple, selectable pages and the last page!
o Compatible with Adobe Acrobat and Reader

* Includes a flexible PDF creation utility

« Fill in PDF form fields, optionally save and sign

* Maintain and review historical record of all signatures
o Optional legal statement text can be set and shown
 An Administrator can pre-define settings

* Local language option using Unicode

www.ascertia.com © Copyright 2001-2008 Ascertia Ltd.
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Identity Proven, Trust Delivered J) v
info@ascertia.com WWWw. ascertia.com dscerrila
Questions:

sales@ascertia.com

www.ascertia.com © Copyright 2001-2008 Ascertia Ltd.
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